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BCSBI News
During the quarter ended September 2016, there has been no
change in the membership of Banking Codes and Standards
Board of India (BCSBI) which continues to stand at 136.

ANNUAL GENERAL MEETING
The 10th Annual General Meeting of the members of Banking
Codes and Standards Board of India was held on July 21, 2016,
at the Reserve Bank of India, Central Office Building, Mumbai.
The meeting was presided over by Shri A C Mahajan, Chairman,
BCSBI. All the members of the Governing Council (GC) were
present. Shri R Sathish, Deputy General Manager, Consumer
Education and Protection Department, represented RBI.
In his inaugural address, the Chairman gave a brief account of
the various activities undertaken by BCSBI during the year under
review. Touching on the future plans of BCSBI, the Chairman
informed that for the benefit of Prime Minister’s Jan Dhan Yojana
and BSBD Account holders, BCSBI would shortly be coming out
with a booklet containing pictorial presentation of the Code of
Bank’s Commitment to Customers to educate these account
holders on their rights under the Code.
After the Chairman’s opening remarks, the Agenda items were
taken up for deliberation by Shri Anand Aras, Chief Executive
Officer, BCSBI. The floor was then opened for comments and
feedback by members. Members of the Governing Council then
addressed the house.
Shri C Krishnan, Member urged the banks to accelerate their
efforts to shore up the desired level of awareness of Codes among
front line staff of the bank and customers. Smt. Shubhalakshmi
Panse, Member suggested that the job of implementation of
Codes at the grass root level should be entrusted to an officer
other than the branch head. Smt. Rama Bijapurkar, Member
suggested that banks should be more proactive in ensuring
customer satisfaction which will help them retain good customers
in these competitive days.
The meeting concluded with a Vote of Thanks by the Chief
Executive Officer.

A cross section of the participants at the 10th Annual General Meeting.

AWARENESS ACTIVITIES
BCSBI continued its ongoing efforts to increase awareness of
the Codes and Standards developed by it and adopted by
member banks among bank officials and customers.
BCSBI organised a Customer Meet at Ahmedabad on July 25,
2016. Shri A C Mahajan, Chairman and Shri Anand Aras, Chief
Executive Officer addressed the Meet. Shri Sunil T S Nair,
Banking Ombudsman, RBI, Ahmedabad, Shri V S Khichi, Field
General Manager, Dena Bank and Smt. Harshala Chandorkar,
COO, Credit Information Bureau (India) Limited also participated
in the proceedings. The deliberations mainly focused on
increasing awareness about the BCSBI Codes, Customer Rights,
Transparency and Information Dissemination by banks while
dealing with customers, Most Important Terms and Conditions
for saving accounts and credit facilities, Banking Ombudsman
Scheme, Grievance Redressal Mechanism, precautions for
maintaining a healthy Credit Score and survey rating on
compliance of Codes by banks, etc. Around 320 customers and
bank officials attended the Meet.
During the quarter, BCSBI organised two more Customer
Meets, viz. at Ludhiana on August 22, 2016 and at Mumbai on
September 29, 2016. Some of the issues raised during these
meetings included norms for maintaining minimum balance in
deposit account, foreclosure charges levied by banks, impact of
prepayment on CIBIL report, parameters for verification of
compliance of the Codes for Public and Private Sector banks, waiver
of charges for premier customers of Public Sector banks, etc.
The above Customer Meets received wide media coverage in
various local newspapers.

Seated on the dais, at the Customer Meet at
Ahmedabad are from left Shri V S Khichi, FGM, Dena
Bank; Shri Sunil T S Nair, Banking Ombudsman;
Shri A C Mahajan, Chairman, BCSBI, Shri Anand
Aras, CEO, BCSBI; and Smt. Harshala Chandorkar,
A cross section of the audience COO, CIBIL.

Shri A C Mahajan, Chairman (extreme right) gives the inaugural address at the
Annual General Meeting. Seen from left are Shri R Sathish, DGM, CEPD, RBI;
Shri C Krishnan, GC Member; and Shri Anand Aras, CEO
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THEME OF THE QUARTER
Electronic Banking – Security Matters
The use of mobile devices is at an all-time high. The ease and
flexibility of digital and mobile banking is creating a revolution
which is providing consumers with more ways to access their
finances than ever before.

Shri Anand Aras, CEO addresses the
Customer Meet at Mumbai

Internet banking or E-banking is fast becoming the favoured
mode for performing financial transactions – checking one’s
bank balance, inter-bank transfers, utility payments, upgrading
debit cards and even purchasing goods on virtual sites. Account
holders do not have to queue for bank services. By logging
in online, users can access their bank account 24x7x365.
Some banks are using social media platforms to engage their
customers and enhance their service offerings. Online and
mobile banking services are now commonly offered by banks.
According to RBI data for 2015-16, 603.98 million transactions
were made through m-wallets compared to 10.04 billion
transactions on credit and debit cards. Most of the transactions
are conducted via debit and credit cards and electronic channels
such as various payment platforms or M-wallets.

A cross section of the audience

As financial transactions become increasingly technologydriven, they seem to have become the target of choice of
fraudsters. Consequently, banks and their customers are
becoming increasingly vulnerable to sophisticated cyber
attacks. Some of these are listed below:
Identity Theft
Fraudsters are devising new ways to exploit loopholes in
technology systems and processes. Unauthorised emails
asking for account information for updating bank records are
sent by fraudsters. The customer information is then misused
for misappropriating funds.

Shri A C Mahajan, Chairman addresses the Customer Meet at Ludhiana

BCSBI organised a Customer Rights Awareness meeting with
officers of banks operating at Ahmedabad on July 25, 2016. Shri
A C Mahajan, Chairman, BCSBI while addressing the officers
stressed the importance of Codes formulated by BCSBI and
accepted by banks, the need for dissemination of Code provisions
and Charter of rights among all officers/ staff and customers. He
suggested measures for improvement of Code compliance which
will assist member banks in obtaining better “Rating” during the
Code Compliance Survey exercise being conducted in
September/ October 2016. He also highlighted the importance
of holding Customer Service Committee meetings at branches
with one Senior Citizen as a member. Shri Anand Aras, CEO,
BCSBI expressed the need for customer education about bank’s
products and charges. He deliberated upon Grievance Redressal
Mechanism, Banking Ombudsman Scheme and transparency in
dealing with customers. Shri Amit Singh Panwar, Manager, CIBIL
made a presentation giving details of the CIBIL procedures and
how it could be used for the benefit of customers and banks.
Around 142 officers from 37 banks participated in this meeting.
Four more meetings were held by BCSBI during the quarter at
New Delhi, Gurgaon, Chandigarh and Mumbai.

Downloading and installing mobile apps from anywhere other
than the official play stores is often fraught with risk. Even
downloading ‘free’ apps from official sites has the potential to
‘steal’ information from the mobile device. Sometimes there are
apps, like for battery-saving or mobile-boosting that is more
interested in reading data and personal information that can be
exploited or sold at a price.
Mobile Malware
Fraudsters employ hostile software programs or malware
attacks, phishing, vishing and skimming apart from stealing
confidential data. While malware specifically targeting mobile
devices is an increasing menace, consumer awareness of
mobile malware is still lacking. In addition to the traditional
desktop malware threats like suspicious links in email or search
results, mobile users can be compromised in new ways. Users
can download malicious applications that access personal
information or alter phone functionality. The stolen information
can be subsequently used to create new financial accounts or
apply for loans or credit lines. With the increased use of mobile
wallets, it is important that all mobile users should have a basic
anti-virus and a malware scanner installed.

During the quarter, officials of BCSBI extended faculty support
to Zonal Training Centre, RBI, New Delhi, and handled a session
on “Orientation Programme for Officers of Customer Education
and Protection Department (CEPD)”.
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Phishing

iv. Give their account details, Password/ PIN or other security
information like One Time Password (OTP) to anyone,
including those who claim to be authorised representatives
of the bank.

This is a typical case of cyber fraud where innovative methods
are being employed such as sending an e-mail supposedly
from the income-tax department. The email asks victims to pay
an outstanding tax liability or claim a refund. It provides a link
to their bank account, a fake one which appears just like the
website of a bank. Without realising it is a fake net banking
website, the victims give away their credentials. One needs to
be on guard against any email that seeks personal information.

v.

vi. Fall prey to fictitious offers/ lottery winnings/ remittance
of cheap funds in foreign currency from abroad by certain
foreign entities/ individuals, including Indian residents acting
as representatives of such entities/ individuals. These offers
are generally made through letters, e-mails, mobile phones,
SMSs, etc.

Vishing
Vishing is the act of using the telephone in an attempt to scam
the user into surrendering private information that will be used
for identity theft (Source: Webopedia). Senior citizens often fall
victim to this kind of fraud which is carried out over a phone call
received from a fraudster. He may pose as a bank executive
seeking personal or financial information on the pretext that the
customer’s account is under threat. The customer in his naivety
reveals all details and even shares the one-time password
(OTP) sent on the phone. Customers would do well to not
readily trust unknown callers, even if the number displayed
seems to be familiar.

Additionally, in order to safeguard the customer’s account,
simple PINs or Passwords such as those listed below as per
the Code, should be avoided:

Sequential numbers (e.g. 3456);

Parts of numbers in the order in which they are printed on
any of the customer’s cards; and

vi. Other easily accessible personal data (e.g. driving licence,
or other numbers easily connected with the customer).
Liability and Protection
The primary responsibility of the customer is to report loss, theft
or unauthorised use of his/ her PIN or card as soon as he gets
to know about it. This is to be done in the case of loss or theft
of debit/ credit cards. Internet banking passwords should be
changed regularly stored securely.

Customers need to understand and take care that they do not
share their PIN with anyone under any circumstance or save it
in their mobile. The best way to protect one’s PIN is to memorise
it. Customers must also ensure that they are entering their PIN
discreetly and must change the same at regular intervals for
better protection. Customers should also note to keep the bank
updated about any changes that my take place in their address,
e-mail, phone, etc. In addition to these general practices, to
protect customer interest while performing banking operations
at ATMs, BCSBI has formulated certain Codes to protect their
banking rights.

The customer will remain liable for misuse and fraudulent
activity until the time the bank has been notified. So they must be
proactive. Once the bank has been informed, the customer will
no longer be responsible for any fraudulent banking transaction,
provided he/ she has not acted fraudulently or negligently.
Customers will not be liable for any loss that occurs because of
fraudulent or negligent conduct by bank employees, agents or
parties involved in the provision of electronic banking services,
or any other allied service. This holds true for faults that occur in
the bank’s machines, cards or other systems used.

Code Provisions
The Codes formulated by BCSBI and accepted by member
banks imply certain safety measures to protect the customers’
interests.

Considering the recent surge in customer grievances relating to
unauthorised electronic banking transactions resulting in debits
to their accounts/ cards, the Reserve Bank has invited feedback,
suggestions/ comments on a draft circular on Customer
Protection placed on its website (www.rbi.org.in). The highlights
of the draft circular on “Customer Protection – Limiting Liability
of Customers in Unauthorised Electronic Banking Transactions”
are as follows:

Accordingly, customers must not:

Write down or record their PIN, Password or other security
information.

ii.

v.

Precautions

ii.

Birth dates, months or years;

iv. Parts of one’s telephone number;

In such cases a machine or camera is installed at an ATM. This
machine will collect information of your card and PIN when you
use the ATM. This information can then be used to withdraw
money from the machine or electronic transactions. Card users
should opt for a chip-based card, instead of one with a magnetic
strip as information in a chip-based card is encrypted and more
secure.

Allow anyone else to use their card, PIN, Password or other
security information.

i.

iii. Number combinations that may be easily guessed
(e.g.1111);

Skimming

i.

Respond to any communication asking for bank account
details for any purpose.

iii. Store Password(s) in their mobile/ browser.
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involvement

is

established,

settlement and in the process the complainant received a waiver
of `6.15 lakhs.

2. Customer will not be liable:

Failure to provide Prior Notice

a. Where fraud/ negligence is on the part of the bank;

In a complaint on levying charges for using the ATM Card without
sufficient funds in an ATM which declined the transaction for
insufficient funds, the Banking Ombudsman (BO) after
examination concluded that there was no deficiency on the part
of the bank as the charges were levied as per the schedule of
charges. On an appeal filed by the complainant for reversal of
charges on account of non-receipt of prior notice, the Appellate
Authority set aside the decision of BO stating that the bank had
revised/introduced the charges with one week’s notice and failed
to provide prior notice of minimum 30 days as required to be
given to customers for any change in the charges and he directed
the bank to pay penalty of `500/- in addition to the reversal of
charges.

b. Third party breach where the customer notifies the bank
within three working days of receiving communication
from the bank regarding unauthorised transaction.
3. Where customer’s own involvement is not clearly
established, customer liability will be limited to a maximum
of `5000/- if he reports within 4 to 7 working days.
4. If customer reports beyond 7 working days, customer liability
will be determined as per the bank’s Board approved policy.
RBI’s final guidelines on this are awaited.
Regulatory Framework
Since the use of technology by banks has gained further
momentum and in view of the latest developments, banks
have been advised to immediately put in place a cyber-security
policy. The policy should clearly mention the strategy containing
an appropriate approach to combat cyber threats given the level
of complexity of business and acceptable levels of risk, duly
approved by their Board.

(Source: The Banking Ombudsman Scheme 2006 Annual Report 2014-2015)

DID YOU KNOW?
Free Annual Credit Report to Individuals
Reserve Bank of India has directed that effective January 01,
2017, all Credit Information Companies (CICs) shall provide
access, upon request and after due authentication of the
requester, to a free full credit report (FFCR) once in a calendar
year to individuals whose credit history is available with the CIC.
This report shall show the latest position of the credit institution’s
exposure to the individual as per records available with the CIC.

Conclusion
Customers would do well to take precautionary measures
as stated above and remain alert. It is important to note and
immediately alert your Bank or card issuer at the first sign of a
suspicion or fraudulent transaction.

The FFCR shall be in electronic format, and the procedure for
accessing the FFCR shall be displayed on the CIC’s website.
The contents of the FFCR shall be the same as appearing in the
most detailed version of the reports on the individual provided to
credit institutions, including the credit score.

Electronic or digital banking is secure and is the new way to do
banking. However, you will be responsible for all losses if you
are negligent or act without reasonable care.

EXEMPLARY CASES

The CIC shall have a Board approved policy on making available
the FFCR.

Principles of Transparency Violated

RBI launches Website ‘Sachet’ to curb illegal Collection of
Deposits

A borrower complained to the Banking Ombudsman (BO) about
the irregularities in rate of interest charged and uncalled for
overdue charges in his account. The bank contended that the
complainant had defaulted in payment of EMIs on several
occasions. They also presented documents indicating the interest
rates. The BO observed that the bank had not intimated the
complainant about the change in interest rate and the borrower
too was at fault for not paying EMIs on time. The complainant
stated that he wanted to close the loan and would do so in two
instalments, if the bank waived some charges. The BO opined
that since the bank had not intimated the complainant, the
principles of transparency had been violated. BO further advised
that the bank should waive the excess interest beyond the rate
which the complainant was not aware of, but the complainant
would have to pay the amounts due to the bank. The borrower
agreed to pay `14.00 lakhs in two instalments within two months
of the date of the conciliation meeting. Both parties agreed to the

The Reserve Bank of India has launched a website ‘Sachet’ from
which the members of public would be able to obtain information
regarding entities that are allowed to accept deposits, lodge
complaints and also share information regarding illegal
acceptance of deposits by unscrupulous entities. The website
would also help enhance co-ordination among regulators and
State Government agencies and thus be useful in curbing
instances of unauthorised acceptance of deposits by unscrupulous
entities.

Would you like to share any information/ experience
connected with customer service on Code related matters?
If so, please feel free to write to us at C-7, RBI Building,
Bandra-Kurla Complex, Mumbai – 400 051 or mail us at
ceo.bcsbi@rbi.org.in
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